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Secrecy Parameterization in Object-oriented Programs for
Information Flow Analysis
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Summary. In this paper, we introduce a parametric polymorphism
about secrecy for information flow analysis to Banerjee’s object-oriented
programming language. Information flow analysis is useful to detect in-
valid information leaks. However, it is difficult to describe classes for
any secrecy of data such as Collection Framework, since type-based in-
formation flow analysis requires specifying a secrecy of each data as a
type in the program. We propose a way to declare classes parameter-
ized over secrecy and a structure of secrecy as a type. We also propose
typing rules to ensure that typable programs do not leak confidential
information even if any secrecy is substituted for the secrecy parameter.
We show an application of our typing rules to a simple collection class
as an example.

1 0000
000000000000000000000000000000000000
0000000000000 000000000000000000000000
00000000000000000000000000 @3 000000
0000000000000 000000000000000000000000
0000000000000 000000000000000000000000
0000000000000000000000000000000000000
0000000000000000000000000 Banerjee 00000000
0000 0000000 00000000000000000000000
0D 4y00000000000000000000000000000000000
oooo

00 QuOi000000000000000000000000000000
0000000000000 000000000000000000000000
0000000000000000000000000000000000000
0000000000000000000000000000000000000
0000000000000000000000000000000000000
00000000000000000000000000000000000000
0000000000000 000000000000000000000000
0000000000000 000000000000000000000000
0000000000000 000000000000000000000000
0000000000 000000000000000000000000000
000000000000000000000000000

0000 Banerjee 0 00 0000000000000 000000000000

gbogbboobboobbobboobuoobooboobuooboobodabdyd
gbooobooobooboobobobooboobbobobooboobooba
gbooboobboobbobobooboobobboboboobooboonad

*Shinya Yoshida, 00000 000 00000000
tHiroaki Kuwabara, 000 00O000OD
#Yoshitoshi Kunieda, 00000 O0O0DOO0OO




FOSE2017

0000000000000000000000000000000000000
0000000000000000000000000000000000000
0000000000000000000000000000000000000
0000000000000000000000000000000000000
0000000000000000000000000000000000000
0000000000000000

000000000000000020000000000000000000
0000000000000003000000000000000000000
0000000000000000000000000040000000000
005000000000060000000
2 0JO00O0O0oOooooon

000000000000000000000000000000000000
0000000000000000000000000000000000000
000000000000000000 (% C)000000000000000
00 50000 n,ng € XOOOOOn, Coy 000 n,0ny 00000000
0000000000000000000000000000000000000
0000000000000000000000000000000000

00 240000000000000000000000000000000
0000000000000000000000000000000000000
0000000000000000000000000000000000000
0000000000000000000000000000000000000
0000000000000000000 ({L,H},C)0000002000000
Pair 000000000000 LO LO 2000000 PairlLOLO HO 20
00000 PairlHOH O LO 2000000 PairHLOH O HO 2000000
PairBH0 0000000000000 0000O000000000000000
00000000000000000000000000000000000000
00 24 0000000000000000 PairlLO PairlHOO0O000000O

1000000 gpywoboooooobobooooboboobobooobooboan
ugbooboboobbobbobooboboobbobboobooboboboobda
googboobbobooobbooboobbobboobooboobOooba
gbooobooobboobobooboobuoobooobooboobobonob20d
Ub000000o00oo0oO0DOn firstU second 0000000000000
000000000 result U0 0O00000O0O00D0OO0D00O000O00OPairLL U

O first second 00000 LOODOO0D0OD0O0O0OO0OPairlHOOOOODO L
O HFOOOOOOOODOOO0OObOOoobDOoobDobbOoboobDobbOUoDboOoo
gboooboooboboobobobobobooobbobboboboobooboong
gboooboooboboboboooooobooboboboboboooooobooboon
gooboooboobobbooooobo,obobooboboboobobobg
gbooboobboobbobobooboobbobboboboobooboond
gboooooogoboboboooooooobobobobooooobooboon

ooo

3 ODoogdoooobod

000000000000000000000000000000000000
0000000000000000000000000000000000000
0000000000000000000000000000000000000
0000000000000000000000000000000000 (74,C)
00000peXdO00000000001400000 (X,C)00000000



goboooooooooooooooboobooooooboooooo

class PairLL L {
(Bool, L) first; (Bool, L) second;

(Null, L) setFirst((Bool, L) fst) L {
this.first = fst; result = null;
}
(Null, L) setSecond((Bool, L) snd) L {
this.second = snd; result = null;
}
(Bool, L) getFirst() H { result = this.first; }
(Bool, L) getSecond() H { result = this.second; }
}
class PairlLH L {
(Bool, L) first; (Bool, H) second;

(Null, L) setFirst((Bool, L) fst) L {
this.first = fst; result = null;

}

(Null, L) setSecond((Bool, H) snd) H {
this.second = snd; result = null;

T
(Bool, L) getFirst() H { result = this.first; }
(Bool, H) getSecond() H { result = this.second; }

01 200000 PairLLO PairLHOODODO
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T == Bool|Nul|C
T o= (T<p>, p)
pou= nX) _
CL == classC<X> pextendsC<p> {7 f; M}
M == tm(Tz)pB
B = {775}
S == xz=-¢el|ef=c¢cl|if(e)Belse B|x = em(€)|x = new C<p>
e == x|e.f|true|false|null|e == e
02 O000O0D0OoOooo
C C
m & ne X1f REL-RHO|
m(X1) = m2(Xe
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glevel(D<p,p>) <= p C<X> pextends D<p,p>F M for each M € M
glevel(D<pgp >) # p =
every m with gsmtype(m, D<pyp >) defined is overridden in C

- _ 5 ove [CDEC]
FC<X> pextends D<p,p> {7 f; M}

TT7%, this: (C<X>,p), result : 7, + B : (ps, P)
gsmtype(m, D<pyp>) is defined = gsmtype(m, D<pyp>) =T = 7,
P4 Ph-p2 =
Vp1 € Papy € Ph-p2 = p1 [MDEC]
C< X > pextends D<p,p>F 7, m(T; ) pn B

A,z (Te<pgz>,pz) FSi + (ps;s Pi)

ps = ps. P=1J. P [BLOCK]
AF{(To<Pgz>,pa) 3 S15... Sn3 } = (ps, P)

Aba: (Tp<pgz>,pz) AbFe: (Te<pge>,pe)
Te<Pge>T0<Pgz> pPe 2 Px Ps = P [ASSIGNI]
AtFz=¢c: (ps, 0)

AlFep: (T1<,091 >, 01) Al es: (T2<Tﬂ>, P2)
Tf<pgf> 71 [ € gsfields(T1<pg1>)

Aberf—es (pm {Pf})
Az (Ty <pge>,pz) At e:(Te<pge>,pe) At e (Te; <pge;>,pe;)

Ph .
(T, <Pgys >+ Py1)s -+ - (Ty,, <Pgyn >+ Py..) — (T:<Pgr >, pr)
= gsmtype(m, T e<Pge >
Vie{l,...,n}. Te,<pe;, > Ty, <Py, >, pe; = Py,
T<pgr > T<Pgz> Pe 2Pz Pr 2Pz Ps 2 Pa
P = Set(p)) Vpn € P.pe = pn

[CALL]
At z=emler,...,eq): (ps,P)
AFx: (To<pgz>,pz) C<pc>LTy<pgz> glevel(C<pc>) = pe ps = pa NEW]
AF z =new C<pc>: (ps, {glevel(C<pc>)})
At e:(Bool,p.) AFB:(p1,P) AFDB :(p},P)
Pe 2 ps ps=p1 ps =p) Vpp e PUP .p. < py [1F]
A+ if (e) Belse B : (ps, PUP")
L Ale : (T1<pT,1>,p1)
(To<Pgz>,pz) = Ax) (Ty<pgr>,ps) [ € gsfields(T1<pg1 >)
[E-VAR]  py < pe pr <'pe
[E-FIELD]

Ab x: (Te<Poz>, P
(Lo Py, 02) At e.f: (Tr<pgr>, pe)

[E-TRUE] [E-FALSE]
A+ true : (Bool, L) A F false : (Bool, L)

Ater : (T<pg>,p1) AkFes : (T<pg>,p2)
[E-NULL] p; <pe p2 < pe

AF e == ey: (Bool, p,)

[E-EQ]

AFnull: (Null, Ly)
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class C< X > pc extends D<p> {...}

[GLEVEL]

glevel(C<py>) = [pg/X]pc
class C<X > pc extends D<p> {7z; M}

rm(7Tw) pr B e M — [GSMTYPE-IN-C]
gsmtype(m, C<py>) = [pg/X|(T = 7)

class C<X > pc extends D<p> {7x; M}
Tm(7Ta)pr B EM

7 L 7 = gsmtype(m, D<p>)

L [GSMTYPE-NOT-IN-C]
gsmtype(m,C<pg>) = [pg/X]|(T — 1)

class C< X > pc extends D<p> {7 f; M}
gs fields(C<pg>) = ([pg/X]7 [) U gsfields(D<[pg/X]p>))

0 5 glevelll gsmtypell gsfields (0 0 O

[GSFIELDS]

0SO00000AFS: (p,,P)0000AODDDOOOOOOOOOOOOOOO
e SOO0O0DODOO0OOOONONOODONONOODDONDD p;,00

e 000D p,ePO0DOOONSOOOOONOONDODOON p,00

e SOODODDDODOOOOO
(ps,P)000000O00POOOOOOOOOOOCOOODODOOOOODO ADD
00000000 -00000000080000000000000O0x007y
0000000000000x0000 p,0y0000 p,0 pe<p, 00000
ooooo

Oe00000AFRe: (T<p>p)0000 AD0OO0OOO0DOOOOOOOOO
HRERN

e cOOOOOOO T<p>004000dd

e cUUUIUOOODODDODODODO pOd
0000 gleveld gsmtyped gsfields 00000 50000 glevel(T<p>) O
TOODOODOOOOODOOOOgsmtype(m, T<p> 0000700000
0000000000000 mO0000000000A0 gsfields(T<p>) O
TOOODOOOOoooooooooooooooooooooooooon
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D000Y;0,000000000000000000000000000.00
0000Y 00000 p000000000000000000000Y,,...,Y,
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0oooo
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I=fi|vexy -
N =nU(ierm) X ={XeX[Xg{V,....,Yo}}U(Uer Zi)

[REPLACE-TAU]

[REPLACE]

g/ X((T<p>, p) = (T<[pg/X|p>, [pg/X]p)

— — [REPLACE-GSMTYPE]
B3/ X)F 25 1) = (/X7 22520 15/ %))

06 O0O0OOOOOODOOOODOOO

class Pair<F, S> L {
(Bool, F) first; (Bool, S) second; (Bool, L(F, S)) same;

(Bool, F) getFirst() H { result = this.first; }
(Bool, S) getSecond() H { result = this.second; }
(Null, L) set((Bool, F) fst, (Bool, S) snd) F, S {
(Null, L) x;
this.first = fst; this.second = snd;

x = this.updateSame(); result = null;
}
(Null, L) updateSame() L(F, S) {
this.same = this.first == this.second; result = null;
T
(Bool, L(F, S)) isSame() H { result = same; }
}
O%7 0000000000000 2000000000
000000 this: (C< >p)00000000000000000O00ODOO B
000 (ps, )0 O0O0DO0O0O0OODOOOOOOOO POOOOOOOOOOOODO
000000, 000000000000 000000000O000000 p 0
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AFS : (L{F}) AFSy:(L,{S})

B
5
&
&
&
&

(L {F,S,L(F,S)})
Vp e {F, S, L(F,S5)}.3pn € {F.S}.pn 2 p
class Pair< F,S> L
(Null, L) set((Bool, F) fst, (Bool,S) snd) F,S {
(Null, L)x; S1; S2; 833 Sa;

[MDEC]

08 setO0O000

(Pair< F,S>,L) = A(this) (Bool, F') = A(fst)
E-VAR] [E-VAR]
A& this : (Pair<F,S>,L) AF fst: (Bool, F)
(Bool, F) first € gsfields(Pair<F,S>)
Bool <Bool L<XF F<XF

[ASSIGN-2]
A& this.first = fst: (L,{F})

(Pair< F,S>,L) = A(this) (Bool, S) = A(snd)

[E-VAR] [E-VAR|]
A& this: (Pair<F,S>,L) A F snd: (Bool, S)

(Bool, S)second € gsfields(Pair<F,S>)

Bool<<Bool LS S8

[ASSIGN-2]
A& this.second = snd : (L, {S})

(Null, L) = A(x) (Pair< F,S>,L) = A(this)
[E-VAR] [E-VAR]
Atz :(Null,L) A& this: (Pair<F,S>,L)

M (Null, L) = gsmtype(updateSame, Pair<F, S >)
Nul<Null L<L L=<L L=L Vpj € {L(F,S)}.L = p

[CALL]
A+ z = this.updateSame() : (L, {L(F,S)})

(Null, L) = A(result)
[E-VAR] [E-NULL]
Ak result : (Null, L) A Fnull: (Null, L)
Null <Null L=L L=<XL

[ASSIGN-1]
A F result = null : (L, D)

09 set00 S 00 5,0000

Pair 0000000000000 DOO0DOO0O0O0O0DO0OD set0D00O0OD0O0

O

00800000 8OO A'0 fst: (Bool, F),snd : (Bool, S),this : (Pair < F,S >
JL),result : (Null,L) 0 AO Az : (Null,L)D0O0OO0S, 0 S,0805, 0000
O this. first = fst O this.second = sndd x = this.updateSame()O result = null
0000000 (L, {FHO(L,{SHO (L,{L(F,S$)HO(L,0)0 00000008,

000 FOSOL(F,S) 0000000
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class C<F> L {
(C<F>, L) method((Pair<F, L>, L) pair) H {
(Bool, F) isSame; isSame = pair.isSame();
if (isSame) { result = this; } else { result = null; }

}
}
010 PairO0QOQOOD0OOOODO
(Bool, F') = A(isSame)
[E-VAR]
A FisSame : (Bool, F') AFB:(L,0)AF B :(L,0)
F=ps ps =L ps XL Vp, € DUD.F = pp 7]
A& if (isSame) Belse B' : (ps,0)
0 11 methodOOODO
g cuoooooooooooobbbibibdlullO000O0O0OOOoOoOoon
OO0 methodOOOOOOOODO LOODODOOOOOOOODOOOOOODODO
00o0obooo00o0 FO0D0DDO HOOOOOOOODODOOO pair0dgd
first U0 O00O0O0O00000000000 pairld secondU 00O OOOOOOO
gooooobobooooooooboboooooooooboooooogooo
0000000000000 110 wmethod0 if0000O00O0OOOOOODOOO
O00000O0O000OD0ODO0ODOOO 110 AQO pair : (Pair< F,L>,L),isSame :

(Bool, F), this : (C< F >,L),result : (C< F>L)0000B0O BOOOOO
{result =this; } 0 {result =null; } 00 00B0O B'O0O0OO0OOO (L,0)00O0
00000000000 000 (ps,0) 0000 F<p, 0 ps <LO00D0 py O
ugoooobooooboooooa
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