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Java Annotations for Information Flow Analysis

∗ † ‡

Summary. In this paper, we propose Java annotations for informa-
tion flow analysis of Java programs. Information flow analysis is useful
to detect invalid information leaks. Since information flow analysis re-
quires a lattice of secrecy and the secrecy of each data in programs,
we define annotations to describe a secrecy lattice and give a secrecy
to each data. Additionally, we implement information flow analysis for
annotated Java programs to Java compiler of OpenJDK.
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T ::= Bool |Unit |Null | C
τ ::= (T, η)

CL ::= class C η extends C {τ f ; M}
M ::= τ m(τ x) η throws E B
B ::= {τ x; S;}
S ::= x = e | e.f = e | x = new C | x = e.m(e) | throw new E

| if (e)B elseB | try B catch(E x)B ...catch(E x)B
e ::= x | this | null | true | false | it | e.f | e == e | (C)e | e is C

1

ηL, ηH ηL � ηH ηL ηH
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CDEC

MDEC
level(C) C smtype(C) C

sfields(C) C
result [2]

Δ � S : (ηs, ηh, P ) Δ
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• S P
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level(D) � η C η extends D � M for each M ∈ M
level(D) �= η ⇒ every m with smtype(m,D) defined is overridden in C [CDEC]

� C η extends D {τ f ; M}
x : (Tx, ηx), this : (C, ηc), result : (Tr, ηr) � B : (ηs, η

′
h, E)

smtype(m,D) is defined ⇒ smtype(m,D) = x : (Tx, ηx)
ηh−→ (Tr, ηr);E

ηh � η′h [MDEC]
C ηc extends D � (Tr, ηr) m((Tx, ηx) x) ηh throws E B

Δ, x : (Tx, ηx) � Si : (ηsi , ηhi , Pi)
ηs � ηsi ηh � ηhi

∀E ∈ Pi. ∀j > i. level(E) � ηsj , level(E) � ηhj

i ∈ {1, . . . , n} P =
⋃

i Pi
[BLOCK]

Δ � {(Tx, ηx) x; S1; . . . Sn; } : (ηs, ηh, P )

Δ � x : (Tx, ηx) Δ � e : (Te, ηe) ηe � ηx ηs � ηx
[ASSIGN1]

Δ � x = e : (ηs, ηh, ∅)
Δ � e1 : (T1, η1) Δ � e2 : (T2, η2) (Tf , ηf ) f ∈ sfields(T1)
η1 � ηf η2 � ηf ηh � ηf [ASSIGN2]

Δ � e1.f = e2 : (ηs, ηh, ∅)
Δ � x : (Tx, ηx) level(C) � ηx ηs � ηx ηh � level(C)

[NEW]
Δ � x = new C : (ηs, ηh, ∅)

Δ � x : (Tx, ηx) Δ � e : (Te, ηe) Δ � ei : (Tei , ηei)

y1 : (Ty1 , ηy1), . . . , yn : (Tyn , ηyn)
η′
h−→ (Tr, ηr);E1, . . . , Ek = smtype(m,Te)

∀i ∈ {1, . . . , n}. ηei � ηyi
ηe � ηx ηr � ηx ηs � ηx

ηe � η′h ηh � η′h P =
⋃

i Ei ∀E ∈ P. ηx � level(E)
[CALL]

Δ � x = e.m(e1, . . . , en) : (ηs, ηh, P )

ηs � level(E) ηh � level(E)
[THROW]

Δ � throw new E : (ηs, ηh, {E})
Δ � e : (Bool, ηe) Δ � B : (η1, η2, P ) Δ � B′ : (η′1, η

′
2, P

′)
ηe � ηs ηe � ηh ηs � η1 ηs � η′1 ηh � η2 ηh � η′2 [IF]

Δ � if (e) B else B′ : (ηs, ηh, P ∪ P ′)

Δ � B : (η′s, η
′
h, P

′) Δ, x : (Ei, level(Ei)) � Bi : (ηsi , ηhi
, Pi)

i �= j ⇒ Ei �= Ej

ηs � η′s ηs � ηsi ηh � η′h ηh � ηhi
level(Ei) � ηsi level(Ei) � ηhi

i ∈ {1, . . . , n} P = (P ′ −⋃
i Ei) ∪

⋃
i Pi

[CATCH]
Δ � try B catch(E1 x1) B1 . . . catch(En xn) Bn : (ηs, ηh, P )

2

3
Java

Java SE 8



FOSE2016

value

1 ElementType

TYPE
FIELD
CONSTRUCTOR
METHOD
PARAMETER
LOCAL VARIABLE
PACKAGE
TYPE PARAMETER
TYPE USE

@interface

Target Target
ElementType

1 ElementType TYPE PARAMETER
TYPE USE

Pluggable Annotation Processing API( PAP) PAP
javax.annotation.processing.Processor

SupportedAn-
notationTypes

3 Override

process

@SupportedAnnotationTypes("java.lang.Override")
@SupportedSourceVersion(RELEASE_8)
public class MyAnnotationProcessor extends AbstractProcessor {

@Override
public boolean process(Set<? extends TypeElement> annotations,

RoundEnvironment roundEnv) {
/* */
return true;

}
}

3 Override
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4 Java
4.1
Java Java

SecrecyLattice

Top LowerOf Top

Top LowerOf

4 MySecrecy

Java

Secrecy

HeapEffect

Secrecy

Secrecy (Bool, H) data
@Secrecy(H) Bool data HeapEffect

H m @HeapEffect(H) void m() {}

4 MySecrecy 5
SecrecyLattice MySecrecy

H MySecrecy Top
M1 M2 H H LowerOf

M3 M2 M4 M1 M3
LowerOf L

M4 M4 LowerOf
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LowerOf Secrecy
HeapEffect

5 SecrecyLattice Top
informationflows.annotations SecrecyLattice

Top 6 7

package sample;
import java.lang.annotation.*;
import informationflows.annotations.*;

@SecrecyLattice
public enum MySecrecy {

@Top H,
@LowerOf(H) M1,
@LowerOf(H) M2,
@LowerOf(M2) M3,
@LowerOf({M1, M3}) M4,
@LowerOf(M4) L,;

@Target(ElementType.FIELD)
public @interface LowerOf {

MySecrecy[] value();
}

@Target({ElementType.TYPE_USE, ElementType.TYPE})
public @interface Secrecy {

MySecrecy value();
}

@Target({ElementType.METHOD, ElementType.CONSTRUCTOR})
public @interface HeapEffect {

MySecrecy value();
}

}

5 MySecrecy

package informationflows.annotations;
import java.lang.annotation.*;

@Target(ElementType.TYPE)
public @interface SecrecyLattice {}

6 SecrecyLattice

package informationflows.annotations;
import java.lang.annotation.*;

@Target(ElementType.FIELD)
public @interface Top {}

7 Top
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4.2
5 LowerOf Secrecy HeapEffect

MySecrecy value MySecrecy MySecrecy

value
value

SecrecyLattice
PAP

1
MySecrecy 8 9
9 8

MySecrecyAnnotations LowerOf Secrecy HeapEffect
SecrecyAnnotationClass

LowerOfAnnotation
5 LowerOf SecrecyAnnotation

HeapEffectAnnotation
SecrecyAnnotationClass

package sample;
import java.lang.annotation.*;
import informationflows.annotations.*;
import sample.MySecrecyAnnotations.*;

@SecrecyLattice
public enum MySecrecy {

@Top H,
@LowerOf(H) M1,
@LowerOf(H) M2,
@LowerOf(M2) M3,
@LowerOf({M1, M3}) M4,
@LowerOf(M4) L,;

}

8 MySecrecy

5

OpenJDK Java
Java 10 parse

enter process
analyze generate

[4]
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package sample;
import javax.annotation.Generated;
import java.lang.annotation.*;
import informationflows.annotations.*;

@Generated("MySecrecy")
@SecrecyAnnotationClass(clazz=MySecrecy.class, className="MySecrecy")
public final class MySecrecyAnnotations {

private MySecrecyAnnotations() {}

@Target(ElementType.FIELD)
@LowerOfAnnotation public @interface LowerOf {

MySecrecy[] value();
}

@Target({ElementType.TYPE_USE, ElementType.TYPE})
@SecrecyAnnotation public @interface Secrecy {

MySecrecy value();
}

@Target({ElementType.METHOD, ElementType.CONSTRUCTOR})
@HeapEffectAnnotation public @interface HeapEffect {

MySecrecy value();
}

}

9 MySecrecy

10 Java

Java

Cream [10]
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sample/MySecrecy.java
8 sample/Sample.java 11

sample/Sample.java 7 illegalMethod()

package sample;
import sample.MySecrecyAnnotations.*;
import static sample.MySecrecy.*;

@Secrecy(L) public class Sample {
@HeapEffect(L) public void illegalMethod() {

@Secrecy(H) boolean cond;
@Secrecy(L) int ok;

cond = true;
if (cond) {

ok = 1;
} else {

ok = 0;
}

}
}

11

$ java -jar ifjavac.jar sample/MySecrecy.java sample/Sample.java
sample/Sample.java:7: : Sample

public void illegalMethod() {
^
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