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Abstract 0 Almost all the secure OS have some kind of mandatory access control structure
based on the policy which defines each right access. However, it is generally very difficult for
users to describe the policy appropriately. In this study, we suggest a technique for mandatory
access control by collaboration of compiler and OS. In the proposed system, compiler generates
the policy that expresses right access focused on the system call from a given source code by
static analysis technique. And OS realizes mandatory access control based on the generated
policy. In this paper, we examine the policy to generate, and explain on generation technique
of the policy by using static analysis technique.
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#include <stdio.h>
#include <stdlib.h>
#include <fcntl.h>
#include <unistd.h>

void file_copy(char #from_name, char *to_name);

0N O R WN R

int main(int argc, char xargv[])
9 {
10 if (arge != 3) {

11 fprintf(stderr, "Usage: %s from to\n", argv[0]);
12 exit(1);

13 }

14 file_copy(argv([1], argv[2]);

15 execve("/bin/1s", argv, NULL);

16 return (0);

17 }

19 #define BUFFSIZE 1024

21 void file_copy(char *from_name, char *to_name)
22 {
23 int from_fd, to_fd;
24 char buff [BUFFSIZE];
25 int rcount;
26 int wcount;
27
28 from_fd = open(from_name,0_RDONLY);
29 if (from_fd == -1) {
30 perror (from_name) ;
31 exit(1);
32 }
33 to_fd = open(to_name, O_WRONLY|O_CREAT|O_TRUNC, 0666) ;
34 if (to_fd == -1) {
35 perror (to_name) ;
36 exit(1);
37 }
38 while((rcount = read(from_fd, buff, BUFFSIZE)) > 0) {
39 if ((wcount = write(to_fd, buff, rcount)) != rcount) {
40 perror (to_name) ;
41 exit(1);
42 }
43 }
44 close(from_£fd) ;
45 close(to_fd);
46 ¥
020000000
1 #
2 # Policy file generated by prototype.
3 #
4 syslist {
5 main {
6 execve "/bin/ls" argv NULL
7 }
8 file_copy {
9 open from_name 0
10 open to_name 577 0666
11 read from_fd buff 1024
12 write to_fd buff rcount
13 close from_fd
14 close to_fd
15 }
16 }
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