EHRFRRENICEITIRBEIILEh— K OB

Towards Secrecy Wildcards in Information Flow Analysis

IR B

Summary. This paper proposes secrecy wildcards for improving the
flexibility of classes with parameterized secrecy in information flow anal-
ysis. It is hard to implement flexible APIs with secrecy-parameterized
classes because the secrecy-parameterized classes are invariant, but wild-
cards for secrecy do not exist. In this paper, we formalize bounded se-
crecy wildcards used in the type of method parameters and show the
candidates of Java annotations for secrecy wildcards.
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T ::=Bool | C
p = (1, X) pw = p | 720 | P27
T = (T(p),p) Tw = (T(pw), p)
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Su=xz =c¢l|lef=e|lx = em(e) |z = new C(p) |if (e) Belse B
en=x|true|false|e.f|e == e
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Q@Target ({ElementType.TYPE, Q@Target (ElementType.TYPE_USE)
ElementType.TYPE_USE}) public @interface Assign {
public @interface Secrecy { String param() ;
SecLattice value() default BOT; Secrecy arg();
String[] params() default {};
}

K4 BIFE®D Java 7/ T7—=>3> ()

Q@Target ({ElementType.TYPE, public @interface Wildcard {
ElementType.TYPE_USE}) Secrecy upperBound;
public @interface Secrecy { Secrecy lowerBound;
SecLattice value() default BOT; }
String[] params() default {};
Secrecy upperBound; // added Q@Target (ElementType.TYPE_USE)
Secrecy lowerBound; // added public @interface Assign {
} String param();
_ Secrecy arg();
B5 7/7—2ayOisRED 1 Wildcard wildcard(); // added
}
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