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A Version Tracking based Cost Reduction
for Screening Alerts of Static Check Tools
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Abstract: Various static check tools are proposed and implemented to detect coding errors at early stage
of development process. However, many developers do not use these tools aggressively because these tools
report too many alerts including high rate of false-positive. In this paper, we propose a method to reduce
alerts that developers should check to be defects or not. Our method uses version tracking to exclude the
alerts that developers have decided to be not defects in the past versions.
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if ((err = SSLHashSHA1l.update(&hashCtx,
&serverRandom)) != 0)
goto fail;
if ((err = SSLHashSHA1l.update(&hashCtx,
&signedParams)) != 0)
goto fail;
goto fail;
if ((err = SSLHashSHA1.final (&hashCtx,
&hashQut)) != 0)
goto fail;

fail:
SSLFreeBuffer (&signedHashes) ;
SSLFreeBuffer (&hashCtx) ;

return err;
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TIEF7-REHEELTRIELTLE Y.
Zoftdy 7 7 =7 b FEBRICHT 72 B S ERT & LT
RENTEITTH L NEDBEEIT DS EATAET 5 &4
2N, IS IXEEHEITORIROITONIGERE HE
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# 1 RETIRIC L0 B S 2 BE RO FERTR

(a) OpenSSL (b) Dovecot
— P
N=yayv| BEHK T8 g;a ﬁg N=yayv| EBEHK T8 :;z;a ﬁg
09.8m| 38793| 393459 - - 2.2.0 39,751 | 344,866 - -
09.8n| 38873| 393511 6 85 2.2.1 39,772 | 344,945 19 101
09.80| 38966| 393,754 130 444 222 39,860 | 346,031 110 2,956
09.8p| 38939| 393,693 69 198 223 40,260 | 348,026 499 2,865
09.8q| 38929| 393735 0 53 224 | 40,269 | 348474 22 537
09.8r| 38936| 393,763 9 66 225 40,334 | 350,053 358 2771
0.9.8s| 38964| 394,196 65 530 2.2.6 41,079 | 353540 862 4,675
0.9.8t| 38964 394,197 1 20 227 | 41474 | 356,298 506 3,453
09.8ul 38995| 394416 29 330 2.2.8 41591 | 357,008 210 1,164
09.8v| 39,003| 394451 9 66 2.2.9 41,718 | 358,657 232 2,375
09.8w| 39,003 394461 0 15 2210 | 41814| 359,955 130 1,810
0.9.8x| 39,003 394461 0 7 2211 42016| 361,419 373 3,467
09.8y| 39,115| 396,404 186 1291 2212 | 42016| 361,419 0 9
09.8za| 39,140| 395915 95 639 2213 | 42332| 364513 567 4596
(c) Courier-IMAP (d) Sendmail
— P
n—vav| wEm | % g;g f;g n—vav| weEm | % :;i;f T_i;g
49.1 8507| 28,535 0 8 8.14.0 744 9,744 5| 11575
492 8,508 28541 2 24 8.14.1 744 9,768 2 490
493 8,508 28541 0 5 8.14.2 744 9,771 9 1,090
4.10.0 8508 28,651 23 937 8.14.3 744 9,776 2 468
4110 8,506 28,650 1 51 8.14.4 744 9,802 5 2,008
4120 8506 28,650 0 72 8.145 744 9,816 3 918
413 8506 28,666 0 390 8.14.6 744 9,823 2 616
414 8,508 28,753 14 341 8.14.7 744 9,824 11 903
415 8509 28,760 1 125 8.14.8 745 9,872 31 1,866
8.14.9 745 9,872 31 438
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RATETIE, WHCE S AT OBENET b i Bc— s 4 v g e
bl ZOEGRMRALL LTHEL TR, 20 oy g 2ika ik Lk, 450 A— 72y =2y 7

7e®, F—fTICH CHEOELBEBAFET 256, #o
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rmail.c:137:11: Function sm_io_fgets

expects arg 4 to be int gets size_t: sizeof((1buf))

(a) B Ay L=

@@ -134,7 +134,7 @@ main(argc, argv)
{
/* Get and nul-terminate the line. */
if (sm_io_fgets(smioin, SM_TIME_DEFAULT, lbuf,
- sizeof (1buf)) == NULL)
+ sizeof (1buf)) < 0)
err (EX_DATAERR, "no data");
if ((p = strchr(lbuf, ’\n’)) == NULL)
err (EX_DATAERR, "line too long");

\_ J

(b) 25
6: [ LSS B L LTIR S bl

DOFFEICEA L, REFEOFhiZITH. £y, ZOY—
IV K BHFEE DI 20 > &I L 7B EIC oW Tt L,
false-positive % HIJE T % 72 D DFIEIZOWTHR T 3,

F 7, RETFIETIHEIED LI I WEFTO &% 5ldkd
20, BIEOMKRENH HEFTLFLERL, 2o 2EHT 2
ZEIZX T, WRIEIEDMNED T &R L 2 EATIC
DWW, MENH 2R H AT E L THERRT S
ZEDHREE D, ZHUT KD, BHFEEDE S THEIEDA
BT EHIT L 72 RIE T 2 LSRR L 2 B

HEE AR ORI FEUTZL (B) 24300006, £
FH5E (B) 24700036 DB % Z ) 7=,
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